Information Security Competence Center

“DIGITAL INFORMATION IS EASY NOT ONLY TO STORE BUT ALSO TO LEAK. COMPANIES
MUST DECIDE WHAT THEY REALLY NEED TO KEEP SECRET, AND HOW BEST TO DO so!”*
*the economist Feb 24th 2011 | | from the print edition

Wizlynx group offers a unique, worldwide Information Security Competence Center. These services can
be consumed at one time or subscribed to on a regular basis to ensure regulatory compliance. Our competence
center services are modular and offer packaged services to fit both specific regulatory needs as well as diverse

needs throughout your organization.

Our Information Security Competence Center Services are structured as follows:
e Information Security Assessment and Audit Services

¢ Regulatory Compliance Assessment

¢ Risk Management

e Suitable Intrusion Prevention Solutions and IT Security Services

e Penetration Testing and Internal Vulnerability Testing

¢ Business Consulting and Professional Services

IT Risk
Management

IT
Compliance

Information
Security Establishes
Management

IT Security
Management

With our diverse knowledge in all fields of compliance, we can tailor services and solutions to fit your unique needs. Our
Information Security Competency Center specifies requirements for establishing, implementing, operating, monitoring,
reviewing, maintaining and improving a documented Information Security Management System within the context of your
organization’s business risks and compliance requirements. Based on these requirements, Wizlynx ensures the proper

selection of adequate IT security controls that protect your information assets.
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INFORMATION SECURITY ASSESSMENT (OR AUDIT)

e Assessment preparation and pre-analysis

e Execution of IT security assessment of internal and external controls, physical security, policies and procedures,
gaps vs. regulations and best practices, vulnerabilities and threats, and data protection

e Complete assessment documentation and report

e Vulnerability remediation plan

Our smart service model allows you to trigger on-demand, global-level assessments and audits on easy-to-calculate

service units.

PrE-AubpiT Work UNIT AubpiT Work UNIT PosT-AubiT Work UNIT
(Unit provided by core staff and (Unit provided by core staff) (Unit provided by core staff and
supplementary staff is briefed) Call off according to need supplementary staff is briefed)
Call off according to need Call off according to need
TRrAVEL UNIT TRrAVEL UNIT
1 trip 1 trip
(to destination/back to home site) (to destination/back to home site)

Upon completion of the specified assessment, our competence center will provide detailed reports and mitigation

actions with prioritization recommendations.

Customer Benefits

e A unique service for any global enterprise with strong security, project and application audit expertise needs in global,
and specifically in emerging, growth markets

e When signed up to the audit-based competence service, Wizlynx provides support for all global and local audit needs
based on guaranteed service levels and offers skilled, prepared resources globally within 10 business days.

e For critical audits/assessments needs, we offer a highly skilled task force globally within 5 business days.

¢ We create a transparent security benchmark for your company, taking all compliance regulations into account and

identifying the risks, vulnerabilities and gaps to close on a regular basis or thru a project if preferred.
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OUR UNIQUE COMPETENCE CENTER

With highly skilled and certified professionals located in Europe, Asia and the USA, our workforce can be leveraged
efficiently and effectively, on-demand, 24/7. As a global team, we can appreciate the importance of cultural diversity

and when coupled with our unrivaled experience in information security, it's a strong package for success.

Our global workforce can be efficiently ordered by subscribing to the services. Our service pricing works as follows:
¢ Base subscription fee (monthly)

e Customized flat/daily pricing mix per project

e Flat prices for on-demand services

* Smart mix of resources

We also support the following language groups:
e English

e French

e Chinese

e Portuguese

e Spanish

e German

REGULATORY COMPLIANCE

HIPAA Compliance Program

Our HIPAA Compliance Program includes services to help our clients expeditiously and cost effectively progress through
the entire compliance lifecycle and address the requirements enforced by the Department of Health and Human Services.
Specifically, Wizlynx assists its clients in preparing for the required ongoing HIPAA reviews, conducting the reviews in a
collegial, rather than adversarial manner, documenting compliance with the rules and providing a HIPAA Compliance
Statement. HIPAA reviews cover:

e Administrative safeguards

¢ Physical safeguards

e Technical safeguards

¢ Organizational requirements

e Policies, procedures and documentation requirement

Following the compliance review, Wizlynx is able to assist in developing a Remediation Roadmap and in developing

safeguards that must be in place including procedures that must be implemented to become HIPAA Compliant.
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GxP Compliance Program
The costs and complexities of doing business in an increasingly regulated environment have forced world-class companies
to review their strategic approach to compliance. Wizlynx understands today’s global regulations and has successfully

introduced best practices to strategically manage and compliance and quality.

As your strategic partner, Wizlynx brings years of experience and industry knowledge to the process of recommending the
ideal technology solution for your organization. We take the lead in analyzing your current systems, architecture, needs
and capabilities well as proposing a technology direction, scope and project plan. To guide you in developing a strategic
global compliance program, we:

¢ Review your compliance program and quality plan.
e Conduct internal and supplier audits.

e Provide commissioning and facility qualification services.

e | ead your team in business process and workflow analysis.
“...DATA 1S MORE VALUABLE

THAN MONEY.

* Review your system design and automation objectives. ONCE SPENT, MONEY IS GONE,

* Review and present best practice industry solutions. BUT DATA CAN BE USED AND REUSED TO
PRODUCE MORE MONEY...
TODAY, CYBER CRIMINALS

GO WHERE THE DATA IS BECAUSE

your organization. IT GIVES THEM REPEATED ACCESS

* Provide Computer System Validation (CSV) services. TO THE MONEY...”**

¢ Provide guidance in requirements definition.

¢ Assist in the software selection process.

e Customize implementation and compliance services to

e Provide process validation services. “Cybercrime a Clear and Present Danger

e Prepare ROl justification of new solutions based on financial benefits Deloitte report, Mar 2010

to your organization and efficiencies in your processes.

e Annually review your compliance program.

e Provide guidance in budget preparation.

INFORMATION SECURITY RISK MANAGEMENT

Today’s organizations must implement risk management processes that build the bridge between business units and IT in
order to gain visibility into exposures that really matter to the business. Wizlynx has both the industry knowledge and the
technical expertise to create value-based risk management programs. We choose an information-centric approach to risk

by understanding where critical and sensitive information resides, how it moves, who uses it and how it is protected.
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We Work With You to:

¢ Discover and classify critical business processes, information and assets.

e Determine risk appetite and assess business impact of various threat scenarios.
e Assess inherent and residual risk.

¢ Analyze options and recommend remediation plans.

¢ Design and implement controls.

INTRUSION AND DATA LEAKAGE PREVENTION SOLUTIONS AND IT
SECURITY SERVICES

Wizlynx offers a full set of IT security services which allow you to comply with regulatory needs and enforce data leakage

protection. All of these services can be purchased with 24/7 availability.

Quaresso Protect on Q
¢ Protects users’ browser session from theft or data leakage without any endpoint software installation.
¢ Shields sensitive data from key loggers, session hijacking, cache miners and other malware.

¢ Places strict controls over saving, forwarding or printing browser-delivered information.

Managed Web Application Firewall Services

e Protects web applications exposed to public Internet.

e Provides content-based firewall protection for websites against potential intrusion, such as SQL injection, buffer overflow
attacks, malware attacks and cross-site scripting vulnerabilities

* Meets various regulatory and industry security mandates (PCI DSS, NERC CIP, FISMA, etc.).

Intrusion Detection and Prevention Services

e Implements a complete security monitoring, alerting and response solution.

¢ Manages intrusion prevention/detection systems, including remote configuration sensor policy changes, system and
software support, and system upgrades for both host- and network-based technologies.

e Reports on real-time activity surveillance based on customer specifications through a centralized, secured web portal.

Managed Firewall Services

e Offers 24/7 proactive administration of your firewall infrastructure.

e Performs all activities necessary to keep firewall infrastructure operating at peak performance including onsite
assessments, firewall policy design, equipment installation and configuration, log monitoring, firewall monitoring

and management, comprehensive reporting and emergency response.
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PENETRATION TESTING AND INTERNAL VULNERABILITY SERVICES
Penetration Testing Services

Are your Internet perimeter and DMZ systems as secure as they need to be? In conjunction with our Internet Exposure
Profiling Service, we perform a battery of penetration tests and attempt to exploit a variety of security exposures related
to the TCP/IP protocol and services. Highly skilled consultants use tools, creativity and expertise to obtain unauthorized
access to the firewall and to systems behind the firewall. Also, unlike most commodity penetration testing, our consultants

explore combinatorial exposures — minor problems that when combined can create significant exploitable vulnerabilities.

Regular external penetration tests will ensure your data, information and critical assets are protected at all times and

there is no possibility for unauthorized access or coincidental data leakage.

Web Application Vulnerability Testing Services

Is your web site vulnerable to attacks? During a Web Application Vulnerability Test, Wizlynx tries to exploit deficiencies
in the web application or web pages themselves, attempts to escalate privileges, access other network systems or

services, and identify instances where customer-private data may be exposed. Wizlynx tests two primary scenarios:
as a determined intruder on the Internet and as a legitimate authenticated user with a valid User ID and password.
The questions we attempt to answer include:

e Can an unauthorized/authorized user obtain any information about the accounts of other users?

e Can an unauthorized/authorized user perform any actions on the accounts of other users?

e Can an unauthorized rogue user access data intended for authorized users only?

e Can an authorized user perform inappropriate actions using his or her account?

BUSINESS CONSULTING AND PROFESSIONAL SERVICES

Is your global and local IT security, project & quality organization ready for the regulatory and compliance challenges of
the future? We offer expert business consulting services as well as outsourcing options. Your solution can be dedicated

at your datacenter, managed by us or provided as a cloud-based service.

Architecture, Design, Engineering, Consulting and Support for:
e Web Application Firewall Security

e Web Gateway Secure Access

* SSL/SSL VPN Access and Authentication

e Endpoint Security

 Data Leakage Prevention

e Remote Access

e Secure Mobile Wireless and Mobility Products

¢ |IT Security/Network and Wi-Fi Security
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Experts With Profound Security Professional Credentials as:
e Certified Information Systems Auditor (CISA)
e Certified in the Governance of Enterprise IT (CGEIT)

e Certified Information Systems Security Professional (CISSP)

Certified Experts in Various Products Providing IT Support and Engineering for:
* Barracuda (Global Tier One)

* Quaresso (Global Tier One)

e Aruba Networks

e Citrix & Citrix NetScaler®

e Mobilelron

* Yubico

e And many more
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Our ISEC CoMmPETENCE CENTER IS
GLOBALLY AcCESSIBLE AND OFFERS
END-TO-END INFORMATION SECURITY
ExpeErTISE AT A CoMPETITIVE COST.
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Wizlynx, Inc. Tel +1 973 927 3524
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